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Cyber Liability
 Professional service firms are facing an increased exposure to cyber
risks and liability through the increased use and dependency on
technology.
 While many firms do take the necessary steps to secure their systems,
guard their digital assets, protect confidential client information, and
maintain productivity,
 Firms that have decided to bypass steps to secure, guard, protect, and
maintain their businesses and assets is increasing every day.
 Every firm should have digital protection protocols in place to minimize
a data breach and manage in the event a breach occurs.

Learning Objections
At the end of the this course, participants will be able to:
• Understand the evolution of cyber risk assessment and recognize the
insurance coverage gap.
• Recognize that a cyber breach could lead to uncovered claims involving
the confidentiality of client information, security of those using the facility,
regulatory requirements and costs, losses, and damages to the firm.
• Appreciate that not only the architecture firm, but its client and the public
are protected against damages to their health, safety and welfare when
breach liability and breach rectification coverage is in place.
• Realize the value a data breach team provides to the firm, its clients and
the public.
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Perception of Cyber Risk
How would you rate the potential dangers posed to
your organization by cyber risks?
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Source: Advisen, 2015 Network Security & Cyber Risk Management: 4th Annual Survey of
Enterprise-wide Cyber Risk Management Practices in Europe
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Likelihood & Impact of Risk
WHO IS VULNERABLE? COMMON MYTHS ABOUT CYBER
Myth #1 Cyber Crime only happens to large companies
Myth #2 My type of business isn’t a target
Myth #3 We can self-insure against a network breach
Myth #4 We outsource our network security, data management and
payment transactions

The Weak Links
WHAT MAKES SMALL BUSINESSES MORE VULNERABLE?

Cyber Criminals
■ Take advantage of People
■ Social Engineering
■ Phishing

■ Take advantage of Technology Management
Flaws*
■ IT focus is performance, not security
■ Defenses are weak, easily defeated
■ Basic computer hygiene isn’t followed

■ Take advantage of Management Weakness

■ Security is treated as part of IT
■ Senior management is often not involved and/or clueless
on risk or remedies
*Verizon Report – 78% of breaches are low difficulty

Likely Cyber Events
ROOT CAUSES OF RISK

Malware/ransomware

Phishing

Password attacks

Denial of Service
Attacks

Man in the middle
impersonating an
endpoint, i.e your
bank

Drive by Downloads

Malvertising
Clicking on an
infected ad

Rogue Software
masquerading as
legitimate/necessary
software

Costs of Data Breach
The average data breach typically results in approx. 29,000 breached
records, which cost roughly $201 each. That’s $5.85 million for the
average single data breach.
 Costs associated with data breaches go well beyond the price of fixing
the company security system. From notifying clients to legal
settlements, these expenses add up quickly and can include, on
average*:
− Post-breach costs of $1.6 million (Ponemon)
− Notification costs of $509,000 (Ponemon)
− Lost business costs of $3.3 million (Ponemon)
− Legal defense costs of $574,000 (NetDiligence)
− Legal settlement costs of $258,000 (NetDiligence)
 60% of small businesses close within 6 months of being victimized by a
Cybercrime.


*Risk & Insurance (10/08/2014)

Likelihood & Impact of Cyber Risk
FINANCIAL VULNERABILITY

Everyone Has Cyber Risk
NOW WHAT?
Education

Evolution of Cyber Risk Insurance Solutions
2000-2016

Early Attempts
Rely on potential coverage from
traditional policies.

Recognition of Distinct Risk
Endorsements or wording added
to professional policies
Schinnerer’s Solution = NetProtect
Covers third party non-professional
Cyber Events

Robust Solution
Stand-Alone Cyber
Policy –1st & 3rd
Party combined

Cyber Risk Transfer
HOW DOES TRADITIONAL INSURANCE RESPOND TO CYBER RISK/EVENTS
Property Policy
Tangible Property
Only
≠ Data/Information

General Liability
Includes some
coverage for Privacy
Liability

1st Party

3rd Party

Your
Firm

Crime/Ee Dishonesty
Money, Securities,
‘Other’ Property
≠ Data/Information

Business Interruption
Only applies to
losses caused by
covered perils to
covered property

Cyber Liability
Endorsement
Most claims are
coming from first
party damages

All
Others

Professional Liability
Depends on policy
definitions of services
& wrongful act;
Exclusions for IP

Cyber Risk Transfer
WHY A STAND ALONE CYBER INSURANCE POLICY IS THE BEST SOLUTION
Breach
Rectification Coverage

Property

Breach Liability

- Data Recreation & Restoration
- Loss of Business Income

1st Party
Digital Crime
-Extortion Demands
-Telephone Toll Fraud
-Fraudulent Wire
Transfers

Your
Firm

Breach Response Team

-IT Forensics & Vulnerability Fix
-PR/Crisis Management
-Statutory Notification/Credit
Monitoring

GL

3rd Party
Customers
Employees

Customer or
Subcontractor
Demands

Employee Demands

Cyber Risk Mitigation
NETWORK SYSTEM BEST PRACTICES
Avoid clicking on
links/downloads from
untrusted sources

Verify all requests by
email or phone that ask
for your password

Install anti-virus
software updates
timely, online
security/firewall
monitoring

Create strong
passwords – change
often

Regularly update and
test your system
backup

Use encrypted wireless
access points

Invest in a virtual
private network with
trusted parties

Cyber Risk Mitigation
INCIDENCE RESPONSE PLAN
THE RIGHT MINDSET – BE READY WITH THE RIGHT TEAM!

• Speed and effectiveness will determine how much damage you may
suffer
• IT and others in the organization must know their responsibilities and
how to execute on them in crisis mode
• Legal obligations should be identified and planned for in advance
• A communication plan should be planned far in advance

Diary of a Cyber Claim Webinar

Top 10 Mistakes Company Make When Dealing
with a Cyberattack
10. Failure to act quickly, learn the facts and address legal obligations.
9. Notify affected parties too soon without knowing basic facts, ensuring system is secure or having resources in
place to answer questions.
8. Failure to notify cyber insurance carrier and broker to gather resources and properly manage
retention/deductible. Inexperienced vendors for legal, forensics, notification and call center can exacerbate the
situation and may not be covered by insurance.
7. Respond without experienced privacy counsel to establish privilege during the investigation and to identify
legal duties.
6. Failure to establish an incident response team with decision-making authority who will work closely with the
Data Breach Team.
5. Relying on internal IT only. Use third-party experts retained by Data Breach Team.
4. Assume facts and legal interpretations are in your favor without evidence to support such assumptions. This
can cloud the investigation and lead to unsupportable messaging.
3. Failure to identify and comply with contract obligations
2. Failure to prepare for litigation and/or regulatory investigation.
1. Failure to assess risks and implement plans to improve security and prevent a future breach.
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